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Complex Sys tems  of As s ets
Divers e and dis pers ed facilities  and equipment.
Critical reliance on cooling, power, and HVAC s ys tems .

Need for Real-Time Monitoring
Importance of predicting maintenance needs  and potentia l fa ilures .
Ens uring uninterrupted mis s ion-critical operations .

Data Silos
Facilities  information s cattered acros s  various  s ys tems  and formats .
Difficulty in acces s ing actionable ins ights  quickly.
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Operational Challenges  in Public and Defens e Facilities



1. Develop digita l repres entation of phys ical as s ets
o Accelerate facility planning
o Perform what-if analys es
o Apply SOPs  (Standard Operating Procedures ) cons is tently

2. Enhance exis ting BAS/ BMS 
o Ins trument HVAC and electrical equipment to enable s mart 

monitoring
o Detect anomalies  before fa ilures
o Feed data  into predictive maintenance models

3. Develop an AI-augmented s ituational awarenes s  and 
decis ion tool for Civil Engineering Squadrons  to 
command-and-control s mart bas e infras tructure

December 6, 2024 National Institute of Building Sciences 3

Space Operations  Command (SpOC) Goals



Visualization of 
Physical Assets (2D, 

3D, AR/VR) 

AI-Driven 
Workflows (Gen 

AI, Predictive 
Modeling, 

Simulation, ML, 
Knowledge 

Management) 

IoT & Real-World 
Data Integration 
(IoT, Metadata, 

Analytics, 
Knowledge 

Graphs, Industrial 
Data Fabric)
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Cognitive Digital Twin Components

Smart Building Augmented Worker



Do you us e Generative AI tools  at work ?

A. I don’t us e AI tools

B. I us e company-provided AI tools

C. I bring my own AI tools
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Do you use Generative AI tools 
at work?

Please download and install the 
Slido app on all computers you use

ⓘ Start presenting to display the poll results on this slide.
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Building CDT Solution

CONNECTORS/INTEGRATORS FIELD 
TECHNICIAN

FACILITY  
MANAGER

OPERATIONS  
MGMT. TEAM

FINANCIAL  
PLANNER

Third-party 
services

LOCATION
SERVICE

WEATHER
DATA

TRAFFIC
DATA

RISK
PORTFOLIO CAD/BIMWOM FM

Real estate
mgmt.

Space
mgmt.

Facility 
maintenance

Energy 
mgmt.

Lease
mgmt.

Advanced 
analytics

Building data 
(raw data)

Data 
integration

GATEWAY

Edge 
processing

BAS 

(or)

BMS

DATA  
INGESTION

COMMAND 
&  CONTROL

CORE SERVICES BUSINESS MICRO 
SERVICES

FIELD SERVICE 
APP

OPERATIONAL  
DASHBOARD

PORTAL

BUILDING  
ANALYTICS

DASHBOARDS

Cognitive Digital Twin Sys tem Architecture

GEN AI
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AGENTS
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AI-Driven Workflows : Knowledge Extraction

Ownership 
and Financial 
Documents

Technology and 
Sys tems  

Information

Des ign and 
Cons truction 
Documents

Operation & 
Maintenance 
Documents
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AI-Driven Workflows: Knowledge Extraction

Create unified 
Knowledge 

Access 
expertise at 

your fingertips

Connect 
relevant 

information

Staff AI 
Assistants on 

projects

Ask Questions, Get Answers – as if Asking a Senior Team Member
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Gen AI Treats  & Mitigation Tactics

https://aws.amazon.com/blogs/machine-learning/architect-defense-in-depth-security-for-generative-ai-applications-using-the-owasp-top-10-for-llms/ National Institute of Building Sciences 12
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Des ign to NIST 800-207 Zero Trus t Architecture

https://csrc.nist.gov/pubs/sp/800/207/final 

1. All data  s ources  and computing s ervices  are cons idered res ources . 
2. All communication is  s ecured regardles s  of network location.
3. Acces s  to individual enterpris e res ources  is  granted on a  per-s es s ion bas is .
4. Acces s  to res ources  is  determined by dynamic policy—including the obs ervable s ta te of client 

identity, application/ s ervice, and the reques ting as s et—and may include other behavioral and 
environmental a ttributes .

5. The enterpris e monitors  and meas ures  the integrity and s ecurity pos ture of a ll owned and 
as s ociated as s ets . 

6. All res ource authentication and authorization are dynamic and s trictly enforced before acces s  
is  a llowed. 

7. The enterpris e collects  as  much information as  pos s ible about the current s ta te of as s ets , 
network infras tructure and communications  and us es  it to improve its  s ecurity pos ture. 
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Thank You
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